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ABSTRACT: Decision aids have long been an important source of help in making structured
decisions. However, decision support for more complex problems has been much more difficult
to create. Decision aids are now being developed for very complex problems, and their effects
among low and high task-knowledge individuals are still being explored. One such task is
credibility assessment in which message recipients or observers must determine a message’s
veracity and trustworthiness. Credibility assessment is made difficult by lack of constraints,
hidden or incomplete information, and mistaken beliefs of the assessor.

The Theory of Technology Dominance (TTD) proposes that technology is most
effectively applied in intelligent decision aids when an experienced user is paired with a
sophisticated decision aid. This work examines TTD in the complex task of credibility
assessment. To assist in credibility assessment, we created a decision aid that augments the
capabilities of the user—whether novice or professional. Using hypotheses based on TTD, the
decision aid was tested using high-stakes deception in recorded interviews and involved both
student (novice) and law enforcement (professional) users. Both professionals and novices
improved their assessment accuracy by using the decision aid. Consistent with TTD, novices
were more reliant on the decision aid than were professionals. However, contrary to TTD, there
was no significant difference in the way novices and professionals interacted with the system,
and the decision aid was not more beneficial to professionals. Novices and professionals
frequently discounted the aid’s recommendations, and in many cases professionals did not view
explanations when the decision aid contradicted their assessments. Potential reasons for these
findings, as well as limitations and future research opportunities, are discussed.

KEY WORDS: decision making, decision aids, credibility, credibility assessment,

deception, deception detection, Theory of Technology Dominance (TTD)




INTRODUCTION

Supporting complex decision making has been one of the primary goals of decision aid
designers for many years. It has long been acknowledged that humans have limited cognitive
capabilities [51, 60]. Decision aid designers have attempted to extend and augment the
capabilities of humans through assisted decision making and automated support to make
solutions to complicated or tedious problems attainable [26]. Examples of such decision aids are
common among past and present knowledge-based and decision-support systems research;
examples include those of medical diagnosis [11], piloting an aircraft and supervising a nuclear
power plant [50], auditing [9], and filing tax returns [52]. Such decision aids provide many
benefits in addressing problems that are extremely difficult or tedious for people to solve on their
own. The application of decision support systems is expanding further, as aids are now being
developed for very complex problems.

Other recent examples include decisions to address problems that were previously out of
reach. These include Al-based recommender systems [e.g., 28, 70, 73], which are being used for
many innovative applications such as helping low-income families with school choice [70],
increasing consumer online purchases [32], recommending movies [73], advanced end-user
assistance in writing powerful database queries [49], and so on. Other approaches to help users
with decisions have included making the presentation and summary of data more simple, such as
the case with the use of “executive dashboards,” which can help executive and management
users to more quickly identify trends and problematic enterprise exceptions and to better allocate
resources [5, 57]. Despite the tremendous progress and wide application of intelligent decision

aids, their effects among low and high task-knowledge users are yet to be fully explored.




One area of computer-aided decision making that is receiving a significant amount of
attention is credibility assessment. Credibility assessment occurs when interaction participants
or observers determine the veracity and trustworthiness of messages exchanged during an
interaction. The ability to properly assess credibility is critical for a whole host of meaningful
interactions. However, unaided credibility assessment is a very complex task that is particularly
difficult for humans to perform because of the lack of constraints, hidden or incomplete
information, and mistaken beliefs of the assessor. Empirical studies suggest that without the use
of a decision aid, most people correctly identify deception about 54% of the time when deception
and truth are equally likely [6, 37, 67]. This accuracy level is only slightly, although statistically
better than flipping an unbiased coin to determine deception or truth [6]. When base rates are
altered to reflect fewer deceivers and more truth tellers, accuracy in deception detection falls
even lower [40]. Moreover, this poor accuracy rate is not limited to untrained, nonprofessional
individuals. Groups such as state and federal law enforcement officers also exhibit poor accuracy
during unaided credibility assessment [67].

Several possible explanations exist for this consistent inaccuracy in judging deception.
One is the well-documented phenomenon called the truth bias wherein people routinely assume
that the messages they are receiving from others are truthful [27]. In daily interactions, the
majority of human communication is truthful, thus all incoming communication is initially
labeled as true. Some researchers believe that estimates of credibility assessment ability are
actually overstated because people identify truth correctly much more often than deception [41].
In situations where humans are exposed to large numbers of lies, a contrasting bias has been

observed. This bias has been termed the lie bias or Othello bias and can be observed in law




enforcement environments [24]. Under this bias, incoming messages are assigned the initial label
of deceptive, which results in an overestimation of others’ deceit.

Another explanation for poor judgment accuracy is mistaken reliance on nonverbal
behaviors that do not distinguish between truth and deception [67]. Although most people
believe there are telltale behaviors that differentiate truth tellers from deceivers, they commonly
rely on stereotypical behaviors such as gaze aversion [64] that are unreliable when separating
truth from deception [20, 67]. Training has been shown to produce a slight but significant
improvement in detection accuracy [29]; however, accuracy rates still hover around chance and
rarely surpass a raw accuracy rate of 65% [39, 67].

Compounding the problem of poor accuracy is the potential for people to feel
overconfident in their ability to assess credibility. A high level of confidence would be desirable
if coupled with high accuracy; however, most people are poorly calibrated in what they think
they detect and what they actually detect [18, 42]. The level of confidence is of considerable
importance in credibility assessment because it directly affects the attentiveness of the assessor,
the assessor’s verification efforts, and misallocation of time and resources as erroneous
judgments are made [67].

To counter many of the difficulties associated with unaided credibility assessment,
researchers are developing computer-based methods of assessment that unobtrusively analyze
observable behaviors for signs of deceit [33, 48, 74]. Such a decision support system may
provide a number of beneficial functions in credibility assessment that extend users’ capabilities,
yet the effects of a decision aid on individuals with high and low task knowledge are unknown.
To address this knowledge gap, we built a prototype decision aid to assist with the complex task

of credibility assessment, with the intent of improving assessments made by both novice and




experienced lie-catchers. For theoretical grounding, we turned to the Theory of Technology
Dominance (TTD) first proposed by Arnold and Sutton [4] as a basis for investigating the effects
such a decision aid may have on novice and professional users.

After describing the issues and difficulties individuals face during credibility assessment,
this paper describes TTD and proposes hypotheses about the differences and similarities in the
judgment accuracy of professionals and novices who use a decision aid during aided credibility
assessment. Next, we describe a study wherein professionals and novices assess the credibility of
interviewees in a high-stakes, unsanctioned deception situation. Finally the results are discussed

and potential limitations of the study are outlined.

BACKGROUND

This section summarizes past research pertaining to aided credibility assessment by
professionals and novices. We first explain the complexities of credibility assessment and how
expertise itself does not always make a significant difference in assessment accuracy. These
issues then point to our explanation of how decision aids can help in this form of complex

decision making.

Complexity of Credibility Assessment

Several attributes characterize complex decisions that take place in natural environments.
Orasanu and Connolly [53] suggest several characteristics of problems that significantly impact
the problems’ complexity but are routinely ignored in decision-making research. Table 1 lists

these characteristics along with explanations for each.




Table 1. Characteristics of Problems that Increase Complexity

Characteristic

Description

[ll-structured problems

Uncertain dynamic environments

Shifting, ill-defined, competing goals

Action/feedback loops

Time stress

High stakes

Multiple players

Organizational goals and norms

No single accepted procedure to use in solving
the problem
Many open constraints

Incomplete and imperfect information
Environmental changes during the decision
window

Goals may change during the decision window
Goals may be in conflict with each other
Goals may increase or decrease in importance
and need attention during the decision window

Decisions concern a series of events

Series of events covers information gathering
and incremental decision making

Difficulty attributing effect to the cause

Frequent high time stress
Loss of vigilance
Use of heuristic decision making

Possible substantial losses from poor
performance

Multiple players each have their own goals and
interests that must be considered

Distributed decision making requires
coordination and cooperation

Guidance and general goals applied by the
organization

Individual actions take place within overarching
organizational contexts

Complex problems are frequently characterized by a lack of structure, or ill structure.

Reitman [55] described ill-structured problems as problems that have many unspecified

constraints. A problem’s constraints assist the decision maker in understanding what an




acceptable solution to the problem might be and how the decision maker might arrive at that
solution. Thus, ill-structured decisions can be better solved as constraints are introduced. Simon
[61] believed that the boundary between well-structured and ill-structured problems is fluid and
not subject to formalization. He listed several characteristics that describe well-structured
problems such as an ability to evaluate a proposed solution and the ability to represent an initial
problem state, the goal state, and other states that may be reached or considered. But, he argued
that many problems that might be considered well-structured have ill-structured components to
them and vice versa.

In the case of credibility assessment, there are many elements of assessment that lack
structure and, thus, make credibility assessment a complex task. First and foremost, there are a
large number of behaviors people can potentially focus on during credibility assessment. Yet,
despite popular opinion to the contrary, there are no “silver bullets” in detecting deception. There
are no completely diagnostic behaviors that one can observe to form consistently accurate
credibility assessments [67]. Many behaviors have been correlated to deception, but few have
been shown to be diagnostic across studies [20, 63]. As DePaulo et al. [20] conclude, “behavioral
cues that are discernible by human perceivers are associated with deceit only probabilistically”
(p- 106). Further, research is still probing many important moderators that play a critical role in
how deceptive behavioral displays manifest; such moderators include identity relevance,
motivation of deceivers, ability to plan deception, interactivity, and duration of deception [e.g.,
20, 63, 67]. Additionally, cultural identity [7], motives and attitudes about deception [58], and
interaction medium [31] play critical roles in how credibility may be assessed by a receiver or
observer. The effect of all of these factors, taken together in a natural setting, renders the

problem of credibility assessment particularly complex. Many of the variables relevant in




credibility assessment have been determined, but linkages between them are still vague or
undetermined. Moreover, the fleeting nature of behaviors diagnostic of deception contributes to a
problem with a large number of unspecified constraints.

Credibility assessment tasks are also replete with uncertain and dynamic environments.
The aforementioned link between deception and outward behavioral displays is a prime example.
Behavioral features that are diagnostic for one individual may not be for another individual.
Moreover, depending on the context of the interaction being assessed, the person doing the
assessment may know very little about the potential deceiver (such is the case in our study). In
cases where uncertainty is great, assessors may turn to heuristic-based methods of evaluating
credibility. Heuristics that are prevalent in credibility assessment include basing assessments on
assumed prevalence of truth, visual cues, demeanor, and expectancy violations [13].

Shifting and conflicting goals and action/feedback loops also manifest in the way
deception frequently is perpetrated. Buller and Burgoon [12] offer a dynamic view of deception
in their interpersonal deception theory where deceivers are constantly updating their tactics and
estimations of their deceptions’ effectiveness. Receivers maintain their own levels of suspicion
and may opt to press or probe a deceiver if they are suspicious. This results in a sort of cat-and-
mouse game between deceivers and receivers where strategies, goals, suspicion, and perceptions
of suspicion all interplay during the interaction. A receiver or observer who intends to assess the
credibility of a potential deceiver bears the responsibility to track all of these factors throughout
the interaction.

Depending on the context, those assessing credibility may face considerable time
pressure and high-stakes outcomes, which are at times in conflict. For example, those who

operate border crossings, check points, or screening stations are faced with a constant flow of




10

large numbers of people. Processing these people quickly and efficiently is highly desirable. Yet,
the desire for expediency may be at odds with the thoroughness necessary for effective
screening. In addition, high-stakes outcomes are frequently encountered in credibility
assessments, and especially those that occur in a law enforcement or security context. Obviously,
there can be significant ramifications for a deceiver if he or she is deceiving in an attempt to
avoid punishment for illegal actions. Likewise, the person performing the assessment also faces
high stakes because the results of detaining an innocent person or freeing one who is guilty of a
crime can be very costly.

Credibility assessment always involves multiple individuals, with at least one deceiver
and at least one receiver. Each individual’s goals, interests, and intentions may vary
considerably. In a law enforcement or security scenario, these goals, interests, and intentions
may be heavily influenced by organizational forces (e.g., rules, procedures, laws). All of these
characteristics combine to paint credibility assessment as a difficult problem, particularly due to

its uncertainty, dynamism, and lack of structure.

Effects of Expertise

The effects of expertise in complex task performance have shown mixed results in
previous research. One stream of research suggests that expertise allows individuals to form
more complex models and identify solutions to problems more rapidly [38]. Further, such
abilities positively influence complex task performance [16]. Another stream of research
suggests that for complex, ill-structured problems, expertise makes little difference [36, 45].
Johnson [35] attempts to reconcile these seemingly conflicting findings by pointing out that in
cases where the focus of the research is the process by which experts come to a conclusion,

expert performance tends to exceed that of novices. In cases where decision outcomes are the




11

focus, expert performance roughly approximates that of novices. Shanteau [59] offered another
explanation and suggested that task characteristics may be the reason for these inconclusive
findings. Devine and Kozlowski [22] continued this work and showed that expertise increased
accuracy in a computer-based task only when the task was well structured. When the task was ill
structured, expertise made little difference.

In the task of credibility assessment, with a few exceptions, expertise has been shown to
make little difference. Traditionally, expertise has been determined by status as a professional
lie-catcher, such as a police officer or federal law enforcement agent [67]. In the majority of
studies that compare the performance of professional lie-catchers to novice lie-catchers
(traditionally undergraduate students), the results have been consistent: no difference exists in
assessment accuracy rates [14, 21, 46, 68, 69].1 In one noted exception, experience as a
professional law enforcement officer did contribute to greater assessment accuracy when judging
actual criminal interviews [42]. This finding may indicate that assessment performance may be
better in a realistic setting; however, the mean professional assessment accuracy in this case was
65%. Ekman and O’Sullivan [25] presented evidence suggesting that agents from the United
States Secret Service and Central Intelligence Agency could assess credibility more accurately

than could others. However, others have publically questioned the validity of this finding [8].

Decision Aid in Credibility Assessment
To counter many of the difficulties associated with unaided credibility assessment,
researchers are developing computer-based methods of assessment that unobtrusively analyze

observable behaviors [33, 48, 74]. A decision aid may serve a number of beneficial functions in

" In response to these findings, the term professionals is used to describe those with professional experience in
assessing credibility throughout the rest of this paper. Research and work outside the realm of credibility assessment
may term these individuals as “experts.” However, we feel the term professional is more precise.
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credibility assessment. First, it can extend the sensory and processing capabilities of both novices
and professionals to examine behaviors that have been shown to be diagnostic of deception in
previous research [e.g., 33, 34]. These capabilities are particularly useful because combinations
of observable behaviors have been shown to differentiate deceivers from truth tellers [15]; yet,
observers may miss these behaviors, not know to attend to these behaviors, or not have the
cognitive ability to observe, track, and monitor these behaviors as they occur. By capturing and
analyzing behaviors, a decision aid enforces a constraint on the problem of credibility assessment
and, thus, adds structure to the task. A decision aid also helps to mitigate much of the working
memory failures that have plagued high task-knowledge individuals in the past [e.g., 1].

A decision aid may also effectively manage action/feedback loops that are common in
credibility assessment and note any changes in behavior that appear as a result of a change in
strategy or revealed suspicion [47]. Time stress may also be alleviated because of the increased
processing capabilities of the decision aid. However, because of the difficulty of assessing
credibility, there are some distinct limitations on the operation of a decision aid that also merit
discussion. First, because of the probabilistic link between behaviors and deception, the decision
aid may provide faulty recommendations. Faulty recommendations are a major risk to any
potential user, both in terms of detriment to accuracy [62] and in future usage behavior [65].
Second, there are characteristics of credibility assessment that a decision aid is ill-suited to
address. For example, the ramifications of high-stakes credibility assessment may be more

effectively considered by the user and not by the decision aid.
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THEORY AND HYPOTHESES

Several theories provide explanatory power in the use and adoption of technology in
decision-making tasks(e.g., Technology Acceptance Model [17]; Technology Transition Model
[10]; and various integrating views [66, 71]). However, we sought a theoretical model that
describes relationships between constructs that are critical in credibility assessment—namely,
task complexity and task expertise. The TTD describes the key constructs and relationships
between these constructs and decision aid reliance. Furthermore, the TTD was developed
specifically to examine the effects of intelligent decision aids, which makes it applicable in
exploring aided credibility assessment. Therefore the TTD was adopted to better understand the
effects of introducing a decision aid during credibility assessment.

TTD was originally developed to understand accounting professionals’ actions as they
used intelligent decision aids in common accounting functions (e.g., assisting in ongoing concern
decisions [2] and calculating tax liability [52]). The theory provides conditions under which
individuals will become more or less reliant on decision aids. Key influences on reliance are task
experience, task complexity, familiarity with the decision aid, and cognitive fit between user and

decision aid [4]. Figure 1 summarizes the key relationships specified by TTD.

Reliance on
" Decision Aid
Low
A
High High High High
Task Expertise T Task 7", DecisionAid | "0 Cogpnitive: Fit ’
P Complexity Familiarity o '
Low Low Low :
No Reliance
p on Decision
Aid

Figure 1. The Theory of Technology Dominance [adapted from 4]
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Task expertise is defined by Arnold and Sutton [4] as “the level of experience a decision
maker has with respect to the completion of a given decision task and the degree to which the
decision maker has formed strategies for completing or solving the task” (p. 180). As shown in
Figure 1, when users of a decision aid have low task knowledge, they are predicted to rely
heavily on the decision aid for guidance, regardless of the task. This link is intuitive because
individuals who lack the skills necessary to perform a particular task are more likely to seek
assistance. However, for those with high task expertise, task complexity and decision aid
characteristics of familiarity and cognitive fit must first be considered before predicting the level
of reliance. If the complexity is low, there is no need for those with high task expertise to seek
help from a decision aid. TTD treats task complexity separately from the decision aid
characteristics and posits that there is a positive relationship between task complexity and
reliance [4]. High task complexity encourages reliance on the decision aid, but only if potential
users are familiar with the aid and have high cognitive fit with the decision aid. If familiarity and
cognitive fit are high, experienced users will be required to expend less cognitive effort in
reviewing and accepting the recommendation of an aid [4].

One of the most important propositions of TTD is that when novices are paired with an
intelligent decision aid, there exists the potential for poor decisions because novices over-rely on
the aid when forming their decisions. Arnold and Sutton state:

The mismatch between the user and the intelligent decision aid (in terms of expertise)

makes the decision maker susceptible to dominance by the technology. While this

dominance is related to overreliance on the intelligent decision aid by the decision
maker, the concern here is that the degree of overreliance will be strong enough to have

a significant deleterious affect [sic] on the user’s decision. [4] (p. 184)
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TTD posits that the most gains from an intelligent decision aid are to be had by pairing the aid
with an individual with high task experience. Such a pairing minimizes the risk of technology
dominance by the decision aid—because experts are less apt to over-rely on an aid than will
novices—and avoids the long-term problem of de-skilling of the aided users [4]. The decision
aid should help the user with high task knowledge to extend information processing capabilities
[3]. High task experience should allow a number of benefits including proper application of the
decision aid, understanding of decision aid limitations, and increased robustness to decision aid

failure [4].

Hypotheses

Although both novices and professionals may believe they can accurately assess the
credibility of others, novices are more likely to recognize they have little formal training or
professional experience in performing such assessments. TTD suggests that novices, because of
their lack of task-related knowledge, will tend to defer their own judgments in favor of the
decision aid’s recommendation [4]. This phenomenon has been demonstrated in past empirical
work, but this research has taken place in the comparatively well-structured contexts of ongoing
concern decisions [2, 3] and tax compliance decisions [44, 52]. The novices may also treat the
decision aid as a source of authority and, thus, be more likely to adopt its recommendation [54].
We hypothesize an extension of this finding in the complex task of aided credibility assessment
where novices will defer their own judgments and rely on the recommendation of the decision
aid more often than will professionals.

H1: Novices’ assessments will be less different from the aid’s recommendations than

will professionals’ assessments.
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In complex problems, a decision aid is not likely to be infallible. Although information
processing limits on decision aids are much greater than limits on humans, some of what may be
relevant in solving a complex problem may be ignored by the decision aid (e.g., a “broken-leg”
feature [45]). Because novices are more likely to rely heavily on decision aids when addressing
complex problems, the potential exists for novices to be unprepared for a situation that was
unexpected during the design of the decision aid. Thus, TTD suggests that when novices use a
decision aid, there is increased potential for poor or faulty decisions because of their greater
reliance on a decision aid, as opposed to the decisions of experts [3, 4].

Although risk may exist in novices’ making poor aided decisions in other complex and
ill-structured contexts, these findings may not extend to the context of credibility assessment.
Some have argued that any shortcomings in the operation, design, or function of the system
should be considered and countered by a skilled user [4]. For example, if a decision aid should
fail, the user should be able to step in and adequately take over [56]. Yet, as noted, research has
repeatedly shown that unaided credibility assessment performance by novices and professionals
is generally poor [6]. If true, and if a decision aid were to fail, novice users would be no worse
off than unaided professionals in assessing credibility. For a decision aid to be detrimental to a
novice’s credibility assessment, its shortcomings would need to be so severe as to undermine the
already poor performance of unaided assessment.’

We posit that in the context of credibility assessment, a decision aid should provide many
advantages to a novice. First, a decision aid brings a systematic approach to credibility

assessment that may counter many of the biased-based approaches novices use to assess

? It is important to note that only overall assessment accuracy is being discussed here (as it has been in past
deception and credibility research). There may be differences in the types of errors professionals and novices make,
and these errors may have different associated costs. Thus, on the basis of error cost, there may be added danger
from aided credibility assessment by novices.
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credibility. An aid would also extend the information processing capabilities of a novice because
more behavior is systematically analyzed for signs of deceit. For example, in past research
investigating computer-aided credibility assessment by novices, use of the decision aid was
linked to large improvements in assessment accuracy [33]. However, the novice is left to ensure
the proper operation and application of the decision aid, a task the novice may not be capable of
doing. Although inappropriate reliance by novices on the decision aid may occur with adverse
consequences, we predict that in the context of credibility assessment, this reliance will improve
assessment accuracy by novices overall.

H2: Aided credibility assessment by novices will be more accurate than unaided

assessment by novices.

Consistent with TTD, we predict that professionals will be initially reluctant to rely on
the decision aid. As hypothesized by TTD, when confronted by a decision aid, professionals with
high task knowledge will attempt to understand how the decision aid arrives at its
recommendation in order to determine if the recommendation is suitable for acceptance [4].
Gregor and Benbasat [30] suggested that professionals will use explanations to resolve anomalies
and to verify the performance of the decision aid. This phenomenon has garnered empirical
support in other research [2, 43]. Consistent with Arnold et al. [2], we expect that as perceived
anomalies are explained and resolved and the professional user has a chance to evaluate the
performance of the decision aid, the professional user will accept and rely upon more
recommendations from the decision aid.

H3a: Professionals are more likely than novices to access explanations generated by

the decision aid.
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H3b: Professionals who use explanations generated by the decision aid are more

likely to adhere to the decision aid’s recommendation.

As professionals examine the operation of the decision aid through usage of the
explanations and adoption of the decision aid’s recommendations, they should experience many
of the same benefits in aided credibility assessment that novices experience. The decision aid
should help in countering existing biases and should extend the information gathering and
processing capabilities of the professionals. This effect has been seen with other aided forms of
credibility assessment, such as the polygraph [67].

H4: Aided credibility assessment by professionals will be more accurate than

unaided assessment by professionals.

A key purpose of this study is to compare the computer-aided performance of novices
and professionals in the context of credibility assessment. As noted previously, there is
conflicting evidence comparing the performance of high task-knowledge individuals to low task-
knowledge individuals. Thus, it is unclear whether the experience of professional lie-catchers
should be a benefit or a hindrance in aided credibility assessment. On one hand, professional lie-
catchers have shown no significantly greater ability to distinguish deception from truth than do
novices. This is consistent with other research evaluating the performance of experts in complex
decision making in natural environments [e.g., 36, 45]. From this perspective, one might expect
professionals and novices to perform equally well in computer-aided credibility assessment.
Because both novices and professionals are on equal footing during unaided assessment, the
introduction of a decision aid should have a similar effect on them both.

Conversely, TTD posits that professionals will produce better decisions because the

capabilities of the decision aid and experience of the professional user are effectively paired [4].
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Thus, the professional may treat the decision aid as an “electronic colleague” [4]. A professional
in this position would be able to understand the limitations of the aid, consider relevant
information outside the aid’s scope of consideration, and judge the operation of the decision aid
and, therefore, apply it correctly.

Thus, in the face of conflicting theoretical and empirical evidence, our final area of
inquiry is framed as a nondirectional, exploratory hypothesis. This hypothesis examines whether
there will be a difference in assessment accuracy between professionals and novices.

H5: There is a difference in aided credibility assessment accuracy between novices

and professionals.

METHOD

To test these hypotheses, an experiment was conducted in which novices and
professionals used a prototype decision aid to assess credibility. This experiment is an extension

of the work reported in [33] and followed the same general experimental procedure.

Experimental Task

After arriving at the laboratory, professional and novice experiment participants were
given a brief survey and were instructed about the operation and expected performance of the
decision aid they would be using. Then they viewed a series of 10 video segments depicting a
dyadic interview and had to identify which segments contained deception. Each participant had
access to the decision aid during the task. During the orientation, sample deceptive videos were
described and shown to the participants so they would be familiar with the context of the videos

they would be judging. The persons interviewed in the videos were unknown to the participants.
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The interviews for this study were provided by a previous experiment that was conducted
at a large Midwestern university whose original purpose was to examine the behavior of
deceivers under high stakes and to identify behaviors that might differentiate between true
deceivers and false confessors (Levine et al. 2006). The interviewees were confronted about
actual and unsanctioned cheating on a task that gave cash rewards for correct responses. To
understand the deceivers’ motivation and deception context, a short description of the interviews
is provided below.

Following the Exline procedure [27], undergraduate students from an introductory
communication course were invited to participate in a study. The students were informed that the
study concerned effective teamwork and deception was not mentioned in any experimental
instructions. The participants were informed that they would be working in pairs to answer
difficult trivia questions and were promised a large cash reward if they performed well on the
trivia questions. Each participant was paired with a confederate, and an experimenter entered the
room and asked a number of obscure trivia questions.

After a few questions, the experimenter was called out of the room and left the set of
trivia questions and answers in the room with the participant and confederate. The confederate
then encouraged the participant to cheat and look at the answers. The participants self-selected
their treatment group by either viewing the answers or by refusing. After a few minutes, the
experimenter returned and finished asking the trivia questions. After all the trivia questions were
complete, the participant was brought to an interview room where he or she was interviewed.
There, the interviewer confronted the participant with a structured interview to find out if he or
she had cheated. All participants were interviewed by a single interviewer, and the interviewer

posed the same questions to all participants.
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The professionals and novices viewed 10 interviews in which each interviewee denied
allegations of cheating. Five interviews were deceptive and five interviews were truthful. After
viewing each interview, the professional and novice participants submitted an initial judgment
without the assistance of the decision aid. After submission of the initial judgment, the
participants then had access to the recommendation and explanations of the decision aid. At this
point, the participants submitted a final judgment. Each initial and final judgment consisted of
whether the participant believed the interviewee was guilty of cheating, the level of deception (0-

10), and level of confidence (0-10).

Familiarity with Decision Aid and Cognitive Fit

As familiarity and cognitive fit are expressly included in TTD, they were given careful
consideration during the study. Participants were introduced to the decision aid and stimulus
videos through an in-depth orientation. The development, function, and operation of the decision
aid were described, and participants viewed a sample interview. They also were instructed on
how to access explanations. The participants were informed that the decision aid would correctly
assess credibility 60-80% of the time, giving them an idea about the performance of the decision
aid. This accuracy rate is consistent with other research investigating credibility assessment from
linguistic and kinesic behavior [15, 48, 75]. Finally, the participants performed the same task
with the decision aid 10 times, and none of the participants experienced any noticeable problems
using the decision aid.

Cognitive fit was considered during the design and development of the decision aid.
Individuals frequently form, albeit incorrectly, credibility assessments based on others’ behavior,
so capturing and systematically examining behavior for signs of deceit should not have been

unfamiliar to the participants. The layout of the aid was clear and concise, with results and a
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recommendation provided on the left side of the screen. The explanations were also carefully
crafted to be accessible to users. Following research practice in expert- and knowledge-based
systems [2], researchers in credibility and deception reviewed the explanations provided by the

aid to ensure clarity and correctness.

Participants

A total of 31 novice participants took part in the experiment and were motivated to
participate by course credit. In addition, novices who demonstrated assessment accuracy rates in
the top 10% were awarded a $10 cash prize. The mean age of the novice participants was 21.5,
mean years of secondary education was 3.5, and of all the participants, 45% was female.

Additionally, 20 professional participants were recruited from the United States Secret
Service; city police departments; the Internal Revenue Service, Criminal Investigation Division;
and the Bureau of Alcohol, Tobacco, Firearms, and Explosives. All participants had conducted
interviews and interrogations during criminal investigations. The mean age of the professional
participants was 39.0, mean years of secondary education was 5.0, and of all the participants,
10% was female. The professionals’ average number of years of law enforcement experience
was 12.0. As an incentive for participation, professional participants were offered free training in

deception detection after the conclusion of the experiment.

Decision Aid

The decision aid used in this experiment, called the Behavioral Analysis Prototype (BAP)
[33], is a prototype intelligent decision aid that presents the results of automated linguistic and
kinesic analyses. Kinesic analysis extracts and examines features diagnostic of deception from

the way a person moves [48]. Linguistic analysis extracts and examines features diagnostic of
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deception from the structure and pattern of a person’s language [74, 75]. Linguistic and kinesic
features have been shown to be diagnostic of deception in previous research [20] and have been
used in law enforcement environments [67]. The BAP presents the results of both kinesic and
linguistic analysis and produces a combined score by equally weighting the linguistic and kinesic
scores. The BAP also produces a confidence measure presenting the strength of classification.
The function of the BAP is an improvement on the intelligent decision aids described previously
in literature: namely, there is no interactive function for gathering information from the user. To
our knowledge, the BAP is the first attempt at an intelligent decision aid designed to support the
decision processes of credibility assessment based on kinesic and linguistic cues.

The prototype contains natural language explanations of the cues that are included in the
kinesic and linguistic analyses. These explanations were manually generated for this study, but
followed a consistent format and could feasibly be automatically generated in future prototypes.
The explanations were designed to fill similar roles of explanations from other expert systems,
namely: definition, rule-trace, and justification explanations [e.g., 23, 72]. All explanations are
provided after the analysis of an interview is complete (no feed-forward explanations are
available). A complete description of the prototype is beyond the scope of this paper; however,
the interested reader is directed to other work [15, 33]. The interface as well as sample

explanations from the BAS are shown in Figures 2 and 3.
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Figure 2. Screen Shot of the Behavioral Analysis System

befinition = BAS Linguistics Score

The BAS Linguistico score is-created by monitoring the type= and frequency of the
words used Ln &an incervisv. BY monltoring charactaristi of ‘spesch, the BAS 1s able
to ddentify nmumerous pacterns of language that: may indicate-deception. Example
linguiscic patterns chat the BAS linguilstics score may pick up include genscal
mnoertainty and smbiguity, but many octheras can be identified

The BAS uszes a classification algorithm to anslyze transcripta of intecviews in
gsearch of deception. This algorithm was developed by examining other imnterviews of
the mawe structure and in the sSmme oontext. From transoripes; specific features
(such as hov many verha sre used) =sre extracced and then these featureg sre used in
the classification algorithm.

The feacures that &ce used lh the clsssification algorithm incloude:

Amount of lexicsl diversity (unigus words/total words)

Amount of werha uasd

Affects ratio’ (words expressing poditive emotion/totsl words)

Awount of group retersnces

dmounc of activation (dynamic descriptions of emocional state)
Thess featurss have performed wsll ik ocher interviews and contexts in idencifving
language that often scdompanies deception. Affect ratio and activation can be

combined to form-a level of szpresgiveness. For sach interview, these features will
be reported a=s HIGH, HODERATE, and LOU.

e |

Figure 3. Definition Explanation for the Linguistic Deception Score




25

ANALYSIS

To examine the differences in use, reliance, and accuracy among the novice and
professional participants, a series of statistical analyses was employed. In all analyses
investigating accuracy improvements and reliance, comparisons of the level of deception (0-10)
were performed to be consistent with the finding that credibility assessment is more accurately
and realistically captured by using continuous measures and by avoiding dichotomous, nominal
variables (e.g., deception/truth) [14, 19]. Table 2 presents the mean number of explanations used
by professionals and novices and the number of times the recommendation of guilty or innocent
was accepted by the participant. Table 3 shows how the level of deception recorded by
participants changed between the initial and final assessments and illustrates the reliance of the
participants on the decision aid. Table 4 shows accuracy rates as a function of the difference
between actual deception levels and estimated deception levels.

Table 2. Explanation Usage and Recommendation Acceptance

Accepted
Definitions Rule Trace Justification = Recommendations
Participants N  (SD) (SD) (SD) [%] (SD)
Novices 31 1.5(1.4) 1.6 (1.7) 1.4 (1.7) 68.1 (9.8)
Professionals 20 2.0 (1.6) 2.8 (2.8) 2.0 (2.2) 61.0 (16.8)

Table 3. Level of Reliance on the Decision Aid

Participants N IBAPp — Initialp| (SD)*  |BAPp, - Finalp| (SD)**
Novices 31 3.6 (.6) 2.5(.7)
Professionals 20 3.6 (.7) 3.2(.9)

* Absolute difference between the BAP’s deception score and deception level indicated in the initial judgment.

**Absolute difference between the BAP’s deception score and deception level indicated in the final judgment.
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Table 4. Accuracy Rates of Novices and Professionals

Participants N |Actual — Initialp| (SD) ¥  |Actual — Finalp| (SD)i
Novices 31 5.2(.8) 4.5 (.7)
Professionals 20 5.0 (1.0) 4.6 (1.0)

1 Absolute difference between the actual case and the deception level indicated in the initial judgment (Truthful
interviewee, actual = 0; Deceptive interviewee, actual = 10).
1 Absolute difference between the actual case and the deception level indicated in the final judgment (Truthful

interviewee, actual = 0; Deceptive interviewee, actual = 10).

To perform robust analyses, a potential covariate was examined to avoid possible
confounding results. Before the experiment, participants were asked in a survey about their
comfort level with a computer. There were reported differences between professional and novice
participants in comfort level with a computer (t49) = 2.32, p = .025); therefore, comfort level was
included as a covariate in all tests comparing novices to professionals. Also, as a manipulation
check, participants were asked about the difficulty of the task. It was anticipated that novices
would find it more difficult than professionals, and this was the case (t49) = 2.86, p = .006).

To test the first hypothesis, a series of analysis of covariates was performed comparing
professional and novice reliance on the decision aid. First, to ensure there was no systematic
similarity between initial judgments of professionals and novices and the recommendation of the
decision aid, the difference between the BAP’s recommendation and the level of deception
indicated in the initial judgment (|BAPp — Initialp|) was examined. Assumptions of parametric
statistical tests were met, yet there were no systematic differences (F,45) = .23, p = .633). Then,
to determine the extent to which the decision aid influenced final judgments, the difference
between the decision aid’s recommendation and the level of deception supplied by novices and

professionals during their final judgment (|BAPp — Finalp|) was examined. In this examination,
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greater reliance was indicated by a smaller difference between the recommendation and the level
of deception supplied by the participants (i.e., the final judgment would more closely resemble
the recommendation of the decision aid). Assumptions of parametric statistical testing were met,
and the covariate was not significant. The difference was smaller for novices than for
professionals (F(, 45y = 10.33, p = .002), indicating that novices were more reliant on the decision
aid than were professionals. This finding supports H1.

To test the second hypothesis, a paired t-test was performed on data only from novices.
This t-test compared the difference between the level of deception in the initial judgment and the
actual condition of the interviewee (|Actual — Initialp|) to the difference between the level of
deception in the final judgment and the actual condition of the interviewee (|Actual — Finalp|).
Improvement in assessment accuracy was indicated by a decrease in the difference between the
judged and actual levels of deception (i.e., the final judgments more closely resembled the actual
condition of the interviewee). Novice participants did demonstrate significant improvement in
their assessment accuracy through use of the decision aid (t;39) = 7.89, p <.001), supporting H2.

Hypotheses 3a and 3b concern the role of explanation usage among professionals and
novices. As shown in Table 2, the number of explanations accessed by professionals and novices
in each category was relatively small. Reasons for this finding are addressed in the discussion
section. In addition, the distribution of the number of accessed explanations was skewed. A
multivariate analysis of covariance with the numbers of accessed explanations in each category
as the dependent variables was used. To address the skewness, a natural log transformation was
performed on the numbers of accessed explanations. Thus, the analysis met assumptions of
parametric statistical testing. However, professional status had no significant influence on the

number of definition (F; 45y = 1.16, p = .287), rule-trace (F(1, 43y = 1.55, p = .219), or justification
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(Fa,48)= .89, p = .349) explanations. The covariate was also not significant. This finding fails to
support H3a.

To determine whether the number of explanations accessed by professionals increased
the acceptance of the decision aid’s recommendation, a simple multiple linear regression was
performed, with the difference between the decision aid’s recommendation and the
professionals’ level of deception during their final judgment (| BAPp — Finalp|) as the dependent
variable. The independent variables were the transformed totals of explanations accessed in each
category. The overall model was significant (R* = .55, Fa,16)= 6.65, p = .004); however, only the
number of definition explanations was individually significant in the regression model ( = -
1.34, tae) = -4.37, p <.001). This suggests that as professionals used definition explanations,
their final judgments more closely approximated the decision aid’s recommendation (i.e., the
difference between them was smaller). This finding partially supports H3b.

To examine the fourth hypothesis, another paired t-test was performed on data only from
professionals. Again, this t-test compared the difference between the level of deception in the
initial judgment (|Actual — Initialp|) and the actual condition of the interviewee to the difference
between the level of deception in the final judgment and the actual condition of the interviewee
(|Actual — Finalp|). Professional participants did demonstrate significant improvement in their
assessment accuracy through use of the decision aid (t9) = 2.83, p = .011), providing support for
H4. Thus, professionals’ assessment accuracy improved through use of the decision aid.

The final hypothesis explores the difference in aided assessment accuracy among novices
and professionals. This hypothesis was tested by a final analysis of covariates where the
difference between the level of deception in the final judgment and the actual condition of the

interviewee (JActual — Finalp|) was compared between novices and professionals. This
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comparison yielded no significant difference (F, 45y = .07, p = .789). The covariate was also not

significant. As might be expected from inspecting Table 4, professionals did not derive any

greater benefit to accuracy from using the decision aid than did novices.

DISCUSSION AND IMPLICATIONS

The findings reported in this paper examine the effect of an intelligent decision aid during

the complex decision task of credibility assessment. To our knowledge, this is the first attempt at

utilizing TTD in such a complex task as credibility assessment. The findings found in this paper

are summarized in Table 5.

Table 5. Summary of Research Results

Hypotheses Findings

H1: Novices’ assessments will be less different from the aid’s Supported
recommendations than will professionals’ assessments.

H2: Aided credibility assessment by novices will be more accurate Supported

than unaided assessment by novices.

H3a: Professionals are more likely than novices to access Not supported
explanations when using the decision aid.

H3b: Professionals who use explanations are more likely to adhere to  Partially supported

the decision aid’s recommendation.
H4: Aided credibility assessment by professionals will be more
accurate than unaided assessment by professionals.

HS5: There will be a difference in aided credibility assessment
accuracy between novices and professionals.

(for definition
explanations only)

Supported

Not supported

The main findings of this research have important implications for decision-aid users

performing highly complex tasks such as credibility assessment. First, as is predicted by TTD,
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novices rely more heavily on decision aids than do professionals. Recommendations from
decision aids represent attractive options for novices who have little formal task knowledge (e.g.,
training) on which to base their own assessments. In addition, novices are more likely to treat the
recommendation of the decision aid as a source of authority and, thus, are more likely to be
influenced by the aid’s recommendation [54].

Although, in our study, novices were more likely to rely on the decision aid, it is
interesting to note that novices did not conform their decisions completely to the decision aid’s
recommendations. When the decision aid provided a deception score, the novices felt
comfortable enough to deviate from the recommendation by an average of +2.5 points (out of
10). This suggests that the novices felt comfortable dismissing the aid’s recommendation and
weakens the possibility that novices would be dominated by the decision aid.

Incongruent with TTD, our findings suggest that novices benefited from using the
decision aid to assess credibility. However, there are two characteristics of credibility assessment
that may limit the generalizability of this finding. First, because the task of credibility assessment
is so difficult, there is a low threshold to exceed for aided novices to demonstrate accuracy
improvements. Next, the environment of this experiment was highly constrained. This may have
favored the performance of novices because the decision aid operated correctly and was properly
applied. During actual use in a natural setting, oversight and application responsibilities would
fall to the novices and, in this setting, there may be the risk of a decrease in accuracy.
Nevertheless, when the decision aid is operating correctly and is properly applied, aided novices

showed an improvement in assessment accuracy. Thus, training novices in the operation and
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proper application of such a decision aid should make the accuracy improvements demonstrated
in this research more likely in practice.3

The next pair of hypotheses tested the use of explanations by professionals and the effects
use had on recommendation acceptance. There was no support for professionals using more
explanations than novices did. This finding contrasts with other published work [e.g., 2] and
suggests that professionals and novices interacted with the decision aid in a similar fashion. This
contrasting finding may have occurred for a number of reasons. First, both novices and
professionals accessed a relatively small number of explanations when using the decision aid,
which may have introduced range restriction problems when the analyses were completed.
Second, the relatively small number of professional participants may have underpowered the
analysis, causing actual differences to be missed (see limitations section). However, this
unsupported finding may also be a result of the complex nature of the task the novices and
professionals were requested to perform and is consistent with other findings of this research.

The limited number of explanations accessed by the participants in this study merits
additional attention as it highlights characteristics of credibility assessment that make this task
particularly difficult. In general, professionals use explanations when a decision aid does
something that is unexpected and/or is perceived as anomalous [30]. A recommendation that is
contradictory to a professional’s initial judgment should be sufficient to warrant additional
investigation through accessing explanations to discover how the recommendation was formed.
Yet, in our study, when the decision aid provided a deception score that was five or more points
different than the initial judgment of the professionals, the professionals reviewed explanations

only 61% of the time; the remaining 29% of the time, the professionals did not access a single

3 This is currently done with other credibility assessment technologies such as the polygraph. Although the
polygraph device is not an intelligent decision aid, it does extend the abilities of the user. Therefore, in preparing to
use the polygraph, operators are instructed on the proper operation and application of the device.
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explanation to understand the contradictory recommendation. These results first suggest that the
professionals believed they were familiar enough with the decision aid to be able to evaluate the
recommendation without any explanation. One might infer that in almost one third of the cases
where the decision aid offered a recommendation inconsistent with the professionals’ initial
assessment, the professionals did not perceive an anomaly. They simply disregarded the
recommendation and did not allow themselves to be influenced by the aid’s explanations. This
may also be indicative of the overconfidence individuals frequently have in credibility
assessment.

There are several important implications of this finding. If the purpose of an intelligent
decision aid and its explanations is to persuade a user to adopt the recommended course of action
(perhaps using Toulmin’s model for explanation development [e.g., 72]), the user must feel an
information gap sufficient to warrant the time and effort needed to consult explanations. If
individuals believe they can perform a complex task such as credibility assessment without the
help of a decision aid, the explanatory capabilities and utility of the recommendation are
nullified. Compounding this problem is that in complex tasks such as credibility assessment, the
decision aid is not infallible. The user may suspect this and expect to disagree with the aid’s
recommendation periodically. Thus, the user is faced with the responsibility of discerning when
the decision aid is correct and when it is not. This would make the task even more difficult,
because the user would then need to assess credibility while evaluating the performance of the
decision aid.

Although professionals used fewer explanations in this study, the explanations that they
did use played an important role in how the recommendations were treated. Professionals who

used definitional explanations tended to alter their final assessments and make them reflect more
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closely the recommendations from the decision aid. This finding is interesting because accessing
definitional explanations has been associated with novice usage patterns in previous research [2].
As professionals adhered to the aid’s recommendations, their assessment accuracy improved.

Both novices and professionals benefited from using the decision aid during credibility
assessment, yet professionals did not receive more benefit from aid usage. In fact, with the
exception of novices’ increased reliance on the decision aid, the usage behavior of professionals
and novices differed little. There was no difference in explanation usage, explanations the
professionals did use have been associated with novice usage in the previous studies, and
accuracy rates were not different. This finding addresses our final hypothesis and leads us to
believe that in the complex task of credibility assessment, similar accuracy rates may be
expected from novices and professionals. This conclusion may be unsettling; however, this is
consistent with research in unaided credibility assessment and other complex tasks in which
professionals (those labeled as experts) perform no better than novices. This finding fails to
support TTD in considering how an intelligent decision aid will improve decisions of those with
high and low task knowledge. In the task of credibility assessment, improvements were
demonstrated, but no differential benefit was derived by those with high task knowledge.

The implications of this finding can be a slippery slope—one we attempt to traverse with
care. If the same benefit is acquired by both novices and professionals, one might be tempted to
ask, “Why require a high task-knowledge individual or any individual at all to operate this
decision aid?” The second part of this question is the easiest to answer: to avoid obvious misuse
and abuse of the decision aid, some human user must ensure the proper application and operation
of the aid. The first part of the question is more nuanced. The task in this experiment placed

professionals and novices on somewhat of an even footing and made many of the skills the
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professionals possess (e.g., interviewing and investigatory techniques) irrelevant. Although
professionals may struggle just as much as novices to assess credibility from behavioral cues,
professionals have a significant leg up on novices in a variety of peripheral, yet critical, areas
surrounding credibility assessment. Some of these skills include the aforementioned interviewing
and investigation techniques, the knowledge of and familiarity with the law, and the ability to
reconcile known facts with statements given during an interview. All of these skills may give the
professional user the ability to add structure and constraints to the task of assessing credibility.
Thus, potential performance increases favoring professionals may come through these peripheral

arcas.

Limitations and Future Research

One significant limitation of this work is that the tasks were completed in an
experimental setting. This was necessary to provide the desired amount of control. However, this
setting does not allow for the additional complexity that is present in credibility assessment in an
actual setting (e.g., including time pressure, organizational issues). The tight control of the
setting may have hampered the performance of the professionals because many relevant skills
the professionals possess were rendered useless (e.g., interrogation skills). Also, the motivation
of those assessing credibility may have been lower than in a natural setting. Although the
deceptive and truthful interviewees demonstrated a high degree of motivation, there were few
inducements to motivate the professional and novice participants. The professional participants
treated the task seriously (as it was an implied test of their ability as law enforcement officers),
and the novice participants were incentivized with a cash reward. However, there were no
significant consequences from improperly assessing credibility. Thus, an interesting future

extension of this work might explore the usage patterns of credibility assessment aids by novices
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and professionals when outcome stakes are high. Related work might also consider the how the
cost of misallocation of attention and overconfidence affect aid usage.

Another limitation of this work is that the participants did not receive immediate
feedback on their performance during the task. Although immediate feedback rarely occurs in
actual credibility assessment, immediate feedback on the accuracy of participants’ assessments
may have altered novice and professional usage behavior. Feedback on performance may play a
role in the familiarity component of TTD as users learn how well they perform while using the
decision aid. Future research along these lines could include testing the impact of feedback on
usage behavior immediately following the feedback and after some time lapse.

Additionally, as previously mentioned, the number of professional participants was
smaller than the number of novices, thus, our analyses involving professionals may be
underpowered. This limitation may particularly affect the hypothesis investigating the
differential use of explanations by professionals, because a larger sample size may have
supported a significant difference. However, the significant differences demonstrated in the rest
of the paper are indicative of large to very large effect sizes because only a small sample was
used.

Finally, a key component of TTD is the de-skilling of individuals who use a decision aid.
This research adds little insight into this critical issue. Although unaided credibility assessment
accuracy has been shown to be very poor [6], blind overreliance on a decision aid is also
undesirable. What is needed is an effective way to merge the capabilities that come through task
experience with the functions of new decision aids in a manner that improves the assessment

capabilities of both.
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CONCLUSION

In this study, we created an advanced decision aid to help with the complex task of
credibility assessment. We used TTD to propose that technology is most effectively applied in
intelligent decision aids when the experience of the user is paired with the sophistication and
capability of the decision aid. Hypotheses were proposed, based on TTD, and the decision aid
was tested in a study that involved both novices and professionals in credibility assessment. Both
professionals and novices improved their assessment accuracy through use of the decision aid.
Consistent with TTD, novices were more reliant on the decision aid than were professionals.
However, contrary to TTD, there was no significant difference in the way that novices and
professionals interacted with the system, and the decision aid was not more beneficial for
professionals. Novices and professionals frequently discounted the aid’s recommendations, and
in many cases professionals did not view explanations when the decision aid contradicted their
assessments. Future research that can build on our findings includes examining variations in
incentives for credibility assessment, providing feedback on assessment performance, and

exploring additional ways task experience may benefit computer-aided credibility assessment.
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